Abridged data privacy policy
1 INTRODUCTIONAND APPLICABILITY 
An essential activity within Zellis (‘we’, ‘us’, ‘our’) is the requirement to gather and process personal data about our employees (‘you’) and our client’s employees, in order to operate effectively and provide our services. This will be done in accordance with the applicable data protection and/or privacy laws of the countries in which we operate. 

The General Data Protection Regulation, when effective and applicable, will be used as the best practice standard in countries where there is no equivalent data protection and/or privacy law or regulation. 

Local legislation may require a specific implementation of this corporate policy to align with local legal requirement(s). 

Compliance with this policy is mandatory for all Zellis employees, including contractors and temporary employees. 

This policy is also applicable to our vendors and partners.

2 OUR RESPONSIBILITY
This policy applies to all entities in the Zellis group of companies, its subsidiaries and affiliates as well as associated companies. 

[bookmark: _GoBack]Where local amendments of this corporate policy need to be put in place, this must align with the Corporate Policy Governance Process, unless there is a specific legal obligation that requires a different implementation. Should that be the case, the legal obligation must be clearly highlighted and explained in that local amendment. 

This policy sets the requirements to ensure that we: 
· Comply with applicable data protection and privacy law and follow good practice; 
· Protect the rights of our employees, clients and their employees and our partners; 
· Are open about how we store and process your data; and 
· Protect ourselves from the risks of a data breach. 

When acting as custodian of personal data, we have a legal and contractual duty to ensure that the data is handled properly and securely at all times, irrespective of whether it is held in electronic or physical form. This covers the whole data lifecycle, including: 
· The obtaining of personal data; 
· The storage and security of personal data; 
· The use of personal data; and 
· The disposal/destruction of personal data. 

This policy applies to all personal data that is processed by us, including personal data of our client’s employees. 

It is everyone’s responsibility to protect personal data and prevent it from being accessed, lost, deleted or damaged unlawfully or without proper authorization. 

We must ensure on a minimum that: 
· Only individuals who are authorized to use information can access it; 
· Information is accurate and suitable for the purpose for which it is being processed; 
· Authorized persons can access information if they need it for authorized purposes; and 
· Personal data is never stored or transported on a laptop, mobile phone or removable storage device, nor sent unencrypted through any channel (unless a recorded exception applies). 

Should we become aware of a security incident, we will follow our established Security Incident Management Process.

3 DATA PRIVACY PRINCIPLES AND RIGHTS
To comply with the law, we must abide by the following data privacy principles when processing personal data: 
· Process lawfully, fairly and transparently; 
· Process for a specific reason (purpose limitation); 
· Process on a limited basis (data minimization); 
· Process accurately and ensure that data is up-to-date; 
· Process for a limited period of time (storage limitation); 
· Process with integrity and confidentially; and 
· Process securely. 

These principles are internationally accepted principles of data protection, and are not intended to, nor do they, replace existing and applicable national law. 

These apply in all cases as long as there is no conflict with the respective national law. National law applies in the case that it entails a mandatory deviation from, or exceeds the scope of, this policy for data protection. 

It should also be noted that data can only be processed where one of the following conditions has been satisfied: 
· The individual has given consent to the processing of his/her data; 
· The processing is necessary for the performance of a contract with the individual; 
· The processing is required under a legal obligation; 
· The processing is necessary to protect the vital interests of an individual or to carry out public functions; and 
· The processing is necessary to pursue the legitimate interests of the business (unless they are prejudicial to the interests of the individual). 

Zellis processes data where we gained consent from the individual, when it is required under a legal obligation or under legitimate interests. We also process data to fulfil our contractual agreements with clients and third parties. 

Individuals have certain rights that can be exercised to protect personal data. These rights are the following and we must ensure that these can be exercised, free of charge: 
· Right to be Informed: You have the right to receive certain minimum information from us about the processing that we perform; 
· Right of Access: You have the right to receive a copy (or access to) your personal data at any time; 
· Right of Rectification: You have the right to correct incorrect or incomplete data that we hold on you; 
· Right to Erasure: You have the right to request the deletion of your data, under certain circumstances; 
· Right to Restrict Processing: You have the right to block the processing of your data under certain circumstances; 
· Right to Data Portability: You have the right to request your data to be transferred to another Data Controller, under certain circumstances; 
· Right to Object: You have the right to object to the data processing, under certain circumstances; and 
· Rights in Relation to Automated Decision Making and Profiling: You have the right not to be subject to a decision based solely on automated processing, including profiling. 

Every individual has the right to lodge a complaint with a Data Protection Authority should we fail to comply with them.

4 COOKIES AND THIRD-PARTY DATA
Our website uses cookies to distinguish one user from other users of our website. This helps us to provide users with a good experience when a user browses our website and allows us to improve our site. 

Zellis has a separate cookie policy, which can be consulted on our website here: 
https://www.zellis.com/cookie-policy/

When acting as the Data Controller, we might collect data directly from a third party (e.g. through our websites, events, webinars, etc) or automatically (e.g. IP address, browser type, browser version, etc) or through other sources (e.g. our clients or third-party providers). 

This data will be processed in accordance with this policy. Additional information can be read on our Privacy Notice https://www.zellis.com/privacy-policy/. 
5 INTERNATIONAL DATA TRANSFERS
International data transfers from countries of the EU or the EEA to countries outside the EU/EEA, which do not provide an adequate level of protection, require that one of the following (not exhaustive) conditions is met, to provide appropriate safeguards for personal data: 
· Consent of the individual concerned; 
· Binding Corporate Rules; 
· Standard data protection clauses, approved by the EU Commission (i.e. EU Model Clauses; Standard Contractual Clauses), including these adopted by any national data protection authority; 
· An approved Code of Conduct; or 
· An approved certification mechanism. 

This does not apply to international data transfers within the EU/EEA or to non-EU/EEA countries that are deemed to provide an adequate level of protection for the processing of personal data. 

Within our group of companies, we may transfer data across the globe to our various service delivery locations and offices. Depending on the type of data and the type of processing that is required or processed, this may include our vendors and partners. 

We rely on EU Model Clauses/Standard Contractual Clauses as the basis for our international data transfer agreements, both internally and externally. 

We have signed an intra-company data transfer agreement between our various entities and affiliates, based on the EU Model Clauses.

6 DATA RETENTION 
When processing our client’s employee data, we are acting as the Data Processor, and as such we do not decide about data retention and destruction of their data. 

We process data, including data retention and destruction, in accordance with contractual requirements, and the relevant account management representative is the owner of that process. 

For our data retention, we have established a Data Retention Policy.
